Welcome to the National Institutes of Health (NIH) 2021 Summer Internship Program!

To ensure you can successfully work on your research projects remotely, NIH is offering a
customized virtual desktop that allows you to securely access NIH resources, such as your email,
web browsers, web conferencing tools, file-storage and file-sharing tools, Microsoft 365
applications, and scientific applications—all from your personal computer. Think of it as an NIH
computer you can access from your own computer!

Device Requirements

A personal Windows or Mac computer and an iOS or Android mobile device (smartphone
or tablet)

How NIH's Virtual Desktop Works

Step
Download the Authenticator app on your mobile device and register for
multi-factor authentication (MFA) using the app. You’ll use MFA to log into the
virtual desktop.

Step
Download and install the VMware Horizon Client on your personal computer’s
operating system.

Step
Open the VMware Horizon Client and go to vdi.nih.gov.

Step
Log in using your username, password, and a one-time password code
displayed in the Authenticator app.

Step

Once the virtual desktop loads, launch the application(s) you need to begin
working on your project.

For more detailed guidance, see the step-by-step instructions.



What | Can Access With NIH's Virtual Desktop

Adobe Reader Scientific Tools and Applications

Email (Outlook) (Biowulf, MATLAB, Anaconda, Python, etc.)
File-Storage and File-Sharing Tools Web Browsers (Chrome, Firefox, Internet
(Box, Microsoft Stream, OneDrive, Explorer, Microsoft Edge)

SharePoint Online) Web Conferencing Tools (Microsoft
Microsoft 365 Applications (Access, Teams, Skype for Business, Webex, Zoom
Excel, PowerPoint, Publisher, Word) for Government)

The NIH Library

For a full list of applications and resources, see the Standard Applications and Resources
Available on NIH’s Virtual Desktop handout.

What | Can Do With NIH's Virtual Desktop

Access NIH email Visit the NIH Library to read scientific
Access and analyze scientific data manuscripts and take courses
Access NIH’s supercomputer, Biowulf And, more!

Analyze data, develop algorithms, and
create models

IT Support & Additional Resources

For assistance, contact the NIH IT Service Desk:

(801) 496-4357 (local) = (866) 319-4357 (toll free) | (301) 496-8294 (TTY) | itservicedesk.nih.gov

Need Additional Software?

Please contact your daily mentor or Principal Investigator (Pl) to request additional software. Your
mentor/Pl will authorize and coordinate software requests with the NIH IT Service Desk.
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How to Register for Multi-Factor Authentication (MFA)
Using the Microsoft Authenticator App

The National Institutes of Health (NIH) requires summer interns to use multi-factor
authentication (MFA) to access NIH resources. Using MFA increases the security of personal
and confidential information provided in NIH’s systems.

An NIH staff member in your IC will set up an appointment to guide you through the MFA
registration process via a video meeting. MFA registration is only required once.

Device Requirements
e A personal Windows or Mac computer
e A mobile device (smartphone or tablet)

Prior to the Video Meeting
1. Make sure you have your:
a. Personal computer;
b. Mobile device; and
c. NIH username and password
2. Using your mobile device, go to the app store and download the Microsoft
Authenticator app.

What to Expect During the Video Meeting

An NIH staff member will initiate a video meeting with you using Webex, Microsoft Teams, or
another meeting tool. During the meeting, the NIH staff member will guide you through the
entire process on how to register for MFA.

What's Next?

After you register for MFA, you will need to download the VMware Horizon Client software to
access NIH'’s Virtual Desktop. (Note: You will use MFA on your mobile device to log into NIH’s
Virtual Desktop.)

Refer to the How to Download and Log Into NIH’s Virtual Desktop Instructions for step-by-step
instructions. There are different instructions provided depending on what type of computer you
have (Windows or Mac).

IT Support
For assistance, contact the NIH IT Service Desk.

(301) 496-4357 (local)
(866) 319-4357 (toll free)
(301) 496-8294 (TTY)
itservicedesk.nih.gov
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How to Download and Log Into NIH’s Virtual Desktop:
Windows Instructions

These step-by-step instructions show you how to download and securely access NIH’s Virtual
Desktop from a personal Windows computer.

Device Requirements
e A personal Windows computer
e A mobile device (smartphone or tablet)

Important Notes
e Make sure you register for multi-factor authentication (MFA) using the Authenticator app
on your mobile device prior to following the instructions below. If you haven’t registered,
refer to the How to Register for Multi-Factor Authentication (MFA) Using the
Authenticator App Instructions.
e These instructions switch back and forth between your personal computer and mobile
device. Please pay careful attention.

Downloading NIH’s Virtual Desktop: Step-By-Step Instructions

1. Onyour personal computer, go to the Download VMware Horizon Clients page to
download NIH’s Virtual Desktop.

Home / VMware Horizon Clients

Download VMware Horizon Clients

Select Version: Product Resources

WMware Horizon Clients for Windows, Mac, i0S, Linux, Chrome and Android allow you to connect to your VMware Horizon virtua

. View My Download History
HORIZON 8 ~ N N

desktop from your device of choice giving you on-the-go access from any lecation .

Product Info

Documentation
Click here for a list of certified thin clients, zero clients, and other partner solutions for VMware Herizon.
Horizon Mobile Client Privacy

Horizon Community

Read More

2. Under Product Downloads, there will be a list of operating systems (e.g., Windows,
macOS, Chrome).

Next to your operating system, click the corresponding Go To Downloads link in the
column next to the release date.

Product Downloads Drivers & Tools Open Source Custom ISOs OEM Addons
Product Release Date

v  VMware Horizon Client for Windows

VMware Horizon Client fo 2021-03-23 ﬁ ' GO TO DOWNLOADS
~  VMware Horizon Client for Mac
VMware Horizon Client for macOS 2021-03-23 GO TO DOWNLOADS
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3. After clicking Go To Downloads for Windows, the link will take you to a new page titled,
Download Product. On this page, you will click the blue button that says Download

Now in the bottomright corner.

Home / VMware Horizon Client for Windows

Download Product

Select Version 2103~ ‘
Documentation Release Notes
Release Date 2021-03-23

Type Product Binaries

Product Downloads Drivers & Tools Open Source Custom I1SOs OEM Addons

File size: 238.57 MB
File type: exe

Read More

Product Resources

View My Download History
Product Info

Documentation

Horizon Mobile Client Privacy

Horizon Community

File Information
VMware Horizon Client for Windows
ﬁ DOWNLOAD NOW

4. The product will download on the bottom right of your windowpane. After it downloads,
click on the arrow. Click Open at the top to run the VMware Horizon Client software.

&  \VMware-Horizon-...exe A

2@ O Type here to search

Show in folder

a. You may need to verify that you are the administrator of your personal computer
by entering your personal computer’s username and password (i.e., the

username and password you used to log into your personal computer).

5. When prompted Do you wish for the application to make modifications to your

device, click Yes. The VMware Horizon Client will then load.

2021 NIH Summer Internship Program | NIH’s Virtual Desktop
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6. When the new window pops up, click Customize Installation link.

Q VMware Horizon®

Wersion 2103

You must agree to the Privacy Agreement and License Terms before you can install the product

Agree & Install
— ICu;tcmize nsta! at'nnl

7. Fromthere, make sure Log in as current user is unchecked and the Default

connections server sectionis left blank. After doing this, click the green Agree &
Install button.

VMware Horizon®

Version 2103

Where to install @

C\Program Files (x86)\VMware\VMware Horizon View Client n

Internet Protocol @
® 1Pv4

~

() IPv6

() Automatic Selection

Additional features
USB Redirection (17

O Log in as current user (_') <
Default connection server (1] 4

Virtualization Pack for Skype for Business
% Virtualization Pack for Skype for Business (1)

Support for HTML5 Multimedia Redirection and Browser Redirection
% Install Support far HTMLS Multimedia Redirection and Browser Redirection (1)

Enable Media Optimization for Microsoft Teams
% Media Optimization for Microsoft Teams (1)

You must agree to the Privacy Agreement and License Terms before you can install the product

Agree & Install
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8. The VMware Horizon Client will apply these changes as seen below.

- X

9. After the window loads, click the green Launch button.

Success!

10. You will be prompted to restart your computer. Click the green Restart Now button.

You must restart your system for the
configuration changes made to VMware

Horizon Client to take effect.

l Restart Now l

Restart Later

11. After your computer restarts, you will have successfully downloaded the VMware
Horizon Client software to access NIH’s Virtual Desktop!

2021 NIH Summer Internship Program | NIH’s Virtual Desktop
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Once you have successfully downloaded the VMware Horizon Client software, you will use both
your personal computer and your mobile device to log into NIH'’s Virtual Desktop.

Logging Into NIH’s Virtual Desktop: Step-By-Step Instructions

1. Click on the VMware Horizon Client application to launch the platform on your computer.

Al Apps  Documents  Web

Best match
0 VMware Horizon Client h
Y —-—
7 n
Search the web ; .
VMware Horizon Client
£ vm - See web results > App
[y Open
s
Recent desktops
2 NH v
£ vm

2. Once the application opens, you will be prompted to add a new server. In the top left
corner, click New Server.

3 wMware Horizon Client - o *

— = >

+

Add Server
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3. A newwindow that says Enterthe name of the Connection Server will pop up. Enter
vdi.nih.gov in the box, then click the Connect button.

£ VMware Horizon Client X

Enter the name of the Connection Server

Vdi.nih.goy G——

Cancel [ Connect ]

4. After clicking the Connect button, a new internet browser window will open. Enter the
NIH username provided to you during onboarding, then click the Next button.

B (—ﬁ‘ 2" Signin to your account X l—|— %

G = O o ] https://login.microsoftonline.com/14b77578-9773-42d5-8507-251ca2dc2b06/saml2

NlH National Institutes of Health
Turmig Discovery ito Hesith

Sign in

[‘ugemame@nih gov or username@hrsa.gov (NOT Fi ]

Can't access your account?

You are accessing a U.S. Government web site which
may contain information that must be protected
under the U.S. Privacy Act or other sensitive
information and is intended for Government
authorized use only. Unauthorized attempts to
upload information, change information, or use of
this web site may result in disciplinary action, civil,
and/or criminal penalties. Unauthorized users of this
web site should have no expectation of privacy
regarding any communications or data processed by
this web site. Anyone accessing this web site
expressly consents to monitoring of their actions and
all communication or data transitioning or stored on
or related to this web site and is advised that if such
monitoring reveals possible evidence of criminal
activity, NIH may provide that evidence to law
enforcement officials.

Note: When entering your username, add the @nih.gov (example: jadoe@nih.gov).
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5. You will be prompted to choose your login method. Choose Password, and enter the

password provided to you during onboarding. On the next screen, you will be prompted
to use multi-factor authentication.

3 signin

< - O @ £ | https://nihfsauth.nih.gov/adfs/ls/?client-request-id=50001¢

m) National Institutes of Health
Tuming Dicovery ioto Hoatn

barib@nih.gov

Authentication options

&0 v

yewwe.nih.gov Privacy Policy NIH Service Desk

6. You will be prompted to choose your secondary login method. Choose Authenticator
App (requires pre-registration).

B signin

> O @ & | https/nihfsauth.nih.gov/adfs/Is/?client-request-id=50001¢

NI ) National Institutes of Health
Tring Dicorsy o s

To access Microsoft 365 (M365) and Box you are required to
use 2 login factors (PIV, Authenticator App or Password).

If you need to register for the Authenticator App, please follow
these instructions.

barib@nih.gov

Authentication options

) v

[ Authenticator App (requires pre-registration) ]

voww.nih.gov

7. You will now need your mobile device. Open the Authenticator app that was installed
earlier.
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8. Depending on the default authentication method that was set up during the registration
process, you will be prompted to either:

a. Approve the push notification sent to your mobile device, or
b. Enter the one-time passcode (OTP) displayed on your mobile device

Note: Both the push notification and the OTP time out after 30 seconds. Please have
your Authenticator app open.

Push Notification
If you set your default method to push notification, look for the prompt in the
Authenticator app on your mobile device to approve access.

Approve sign-in?
National Institutes of Health

Deny Approve

Note: If the push notification on your mobile device times out, you are reroutedto a
timeout screen that prompts you to click and try again. Once rerouted to the main
screen, please refresh your browser, and try again.

@ Authenticator App Timeout
You did not approve the push notification in the Authenticator App on time. Try again by clicking here

One-Time Passcode (OTP)
If you set your default method to one-time passcode, look for the six-digit code in the
Authenticator app on your mobile device and enter itin the Passcode field displayed on

your computer. Then click the blue Sign In button.

|El Enter Your One-Time Passcode

The passcode is displayed in the Authenticator App on your phone

Passcode

Trouble signing in?
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9. You will be prompted to reduce the number of times you are asked to sign in. Due to
security restrictions, you will not be able to stay signed in. Click the grey No button.

< > O m

&5 27 Signin to your account X l—|— % e

£ | https://login.microsoftonline.com/login.srf

m National Institutes of Health
Turing Discovery into Heaith
barib@nih.gov

Stay signed in?

Do this to reduce the number of times you are asked
to signin

D Don't show this again

You are accessing a U.S. Government web site which
may contain information that must be protected
under the U.S. Privacy Act or other sensitive
information and is intended for Government
authorized use only. Unauthorized attempts to
upload information, change information, or use of
this web site may result in disciplinary action, civil,
and/or criminal penalties. Unauthorized users of this
web site should have no expectation of privacy
regarding any communications or data processed by
this web site. Anyone accessing this web site
expressly consents to monitoring of their actions and
all communication or data transitioning or stored on
or related to this web site and is advised that if such
monitoring reveals possible evidence of criminal

10. After successfully authenticating, you will be prompted to switch back to the VMWare
Horizon Client application. Click Yes.

< - O m

B/ < ‘ vdi.nih.gov

Xl+v —

8 https://vdi.nih.gov/portal/nativeclient 79( 7"5

Did you mean to switch apps?

Did you mean to switch apps?

"Microsoft Edge” is trying to open “VMware Horizon Client 32-bit".
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If you see the screen below, click Open.

B https://vdi.nih.gov/portal/native. X | 4
&« C @ httpsy//vdinih.gov/portal/nativeclient

7o be most productive with Microsoft Edg,  This site is trying to open VMware Horizon Client 32-bit.
https://vdi.nih.gov wants to open this application.

[[] Awways allow vdinih.gov to open links of this type in the associated app

i

Loading Horizon client...

@
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11. You will be prompted to log in using your NIH username and password. Enter your

username and password into the corresponding areas and click Login.

PT-‘ VMware Horizon Client — x>

L
A
Connecting...
PT-‘ Login - X
Server: & https:/fvdi.nih.gov
User name: [| | ‘]
Password: l] “

Note: When entering your username, enter it as nih\username or username@nih.gov

(example: enter nih\jadoe or jadoe@nih.gov).

2021 NIH Summer Internship Program | NIH’s Virtual Desktop
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12. After successfully logging in, click the NIH VDI icon below to launch your virtual desktop.
The desktop will then begin loading.

TT Vamware Fonzon CRent
X yMware Horizon Client — ] %

w & O~

F Cancel

3

NIH VDI
Loading Desktop...

13.When your virtual desktop loads, you will be automatically logged into a Windows 10
desktop as shown below.

23 NiH VDI - O

= Options ¥ '-P' Connect USB Device ¥ =y Send Ctrl-Alt-Delete

o 10:18AM

" 5372001

14.You are now ready to use NIH’s Virtual Desktop to complete your day-to-day activities!

IT Support
For assistance, contact the NIH IT Service Desk.

(301) 496-4357 (local)
(866) 319-4357 (toll free)
(301) 496-829%4 (TTY)
itservicedesk.nih.gov
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How to Download and Log Into NIH’s Virtual Desktop:
Mac Instructions

These step-by-step instructions show you how to download and securely access NIH’s Virtual
Desktop from a personal Mac computer.

Device Requirements
e A personal Mac computer
e A mobile device (smartphone or tablet)

Important Notes
e Make sure you register for multi-factor authentication (MFA) using the Authenticator app
on your mobile device prior to following the instructions below. If you haven’t registered,
refer to the How to Register for Multi-Factor Authentication (MFA) Using the
Authenticator App Instructions.
e These instructions switch back and forth between your personal computer and mobile
device. Please pay careful attention.

Downloading NIH’s Virtual Desktop: Step-By-Step Instructions

1. Onyour personal computer, go to the Download VMware Horizon Clients page to
download NIH’s Virtual Desktop.

Home / VMware Horizon Clients

Download VMware Horizon Clients

Select Version: Product Resources

WMware Horizon Clients for Windows, Mac, i0S, Linux, Chrome and Android allow you to connect to your VMware Horizon virtua
. View My Download History
HORIZON 8 ~ N N

desktop from your device of choice giving you on-the-go access from any lecation .
Product Info

Documentation
Click here for a list of certified thin clients, zero clients, and other partner solutions for VMware Herizon.
Horizon Mobile Client Privacy

Horizon Community

Read More

2. Under Product Downloads, there will be a list of operating systems (e.g., Windows,
macOS, Chrome).

Next to your operating system, click the corresponding Go To Downloads link in the
column next to the release date.

Product Downloads Drivers & Tools Open Source Custom ISOs OEM Addons
Product Release Date

v  VMware Horizon Client for Windows

VMware Horizon Client for Windows 2021-03-23 GO TO DOWNLOADS
~  VMware Horizon Client for Mac
VMware Horizon Client fo 2021-03-23 > ' GO TO DOWNLOADS '
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3. After clicking Go To Downloads for macOS, the link will take you to a new page titled,

Download Product. On this page, you will click the blue button that says Download
Now in the bottom right corner.

Home [ VMware Horlzon Client for macos

Download Product

Product Resources
Select Version 2103~

View My Download History
Notes Documentation Praduct Info
Documentation
Documentation Release Notes Horizon Mobile Client Privacy

Horizon Community

Release Date 2021-03-23
Type Product Binarles
Product Downloads ~ Drivers & Tools ~ Open Source  CustomISOs  OEM Addons

File Information

VMware Horizon Client for macOSs

ﬁ DOWMNLOAD NOW
File size: 54.65 MB

File type: Mac disk image

Read More

4. The product willdownload on the bottom right of your windowpane. After it downloads,
right click to open, and run the VMware Horizon Client software.

& VMware-Horizo...dmg »

After opening the downloaded software and agreeing to the terms, you will have to drag
the VMware Horizon Client icon to the Applications folder.

XN ) El vMware Horizon Client

VMware Horizon® Client
. .

VMware Horizon Client Applications

To Install VMware Horizon Client, drag the icon to the Applications folder.
Pour I'installation de VMware Horizon Client, faites glisser I'icone vers le dossier Applications.
Zum Installieren ziehen Sie das VMware Horizon Client-Symbol in den Ordner ,Programme *“.

VMware Horizon ClientE 1/ Y A+ =)L T 3IC>, TOFPAIVEFTITr—2av7 x VI CBYLET
FREVMware Horizon Client, #iGENRIESI R AIRF"XHRT,
VMware Horizon Client Hx|3[2{2 0j0|28 88 Z27% Er{0] #0] F2UAIR.
A7 R%VMware Horizon Client, AiSEIBIEEE EARER) BERF,
Para instalar VMware Horizon Client, arrastre el icono hasta la carpeta Aplicaciones.

5. You have successfully downloaded the VMware Horizon Client software to access NIH’s
Virtual Desktop!
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Once you have successfully downloaded the VMware Horizon Client software, you will use both
your personal computer and your mobile device to log into NIH'’s Virtual Desktop.

Logging Into NIH’s Virtual Desktop: Step-By-Step Instructions

1. Gotothe Applications folderand open the VMware Horizon Client application.

A new window that says VMware Horizon Clientis an app downloaded from the
Internet. Are you sure you want to openit? may pop up. Click the Open button.

Ifthe application doesn’t open up automatically, go back your Applications folder and
open the VMware Horizon Client application again.

“VMware Horizon Client” is an app downloaded from
ﬁ the Internet. Are you sure you want to open it?

my.vmware.com

? Cancel Show Web Page

2. A new window that says Start remote USB services will pop up. Click the blue
Continue button.

be reguired. Please input your password when

prompted.
——

n Start remote USB services

To start remote USB services an Admin password will
L

A

3. You will need to verify that you are the administrator of your personal computer by
entering your personal computer’s usemame and password (i.e., the username and

password you used to log into your personal computer).

4. A newwindow that says Enter the name of the Connection Server will pop up. Enter
vdi.nih.gov in the box, then click the blue Connect button.

[ ] VMware Horizon Client [ VMware Horizon Client
3 VMware Horizon 3 VMware Horizon
Enter the name of the Connection Server. Enter the name of the Connection Server.
[ H ‘] ‘vdi.nih‘gov
Always connect at launch Always connect at launch
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5. After clicking the Connect button, a new internet browser window will open. Enter the
NIH username provided to you during onboarding, then click the Next button.

eee @M < 0 B

legin.microsefronlin.com

m National Institutes of Health
S —————

Sign in

[ Lsomamc:&"rlt‘ gov or username@hrsa.gov (NOT First. L}

Can"t access your account?

You are accessing a U.S. Government web site
which may contain information that must be
protected under the U.S. Privacy Act or other
sensitive information and is intended for
Government authorized use only. Unauthorized
attempts to upload information, change
information, or use of this web site may result in
disciplinary action, civil, andfor criminal penalties.
Unauthorized users of this web site should have no
expactation of privacy regarding any
communications or data processed by this web
site. Anyone accessing this web site expressly
consents to monitoring of their actions and all
communication or data transitioning or stored on or
related to this web site and is advised that if such

Note: When entering your username, add the @nih.gov (example: enter

jadoe@nih.gov).

6. You will be prompted to choose your login method. Choose Password and enter the
password provided to you during onboarding. On the next screen, you will be prompted

to use multi-factor authentication.

m National Institutes of Health
Turning Discovery Info Heallh

barib@nih.gov

Authentication options
[E] Password ]
o Pv
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7. You will be prompted to choose your secondary login method. Choose Authenticator

App (requires pre-registration).

NIH)

To access Microsoft 365 (M365) and Box you are reguired to use
2 login factors (PIV, Authenticator App or Password).

National Institutes of Health

Turning Discovery Info Healh

If you need to register for the Authenticator App, please follow
these instructions.

barib@nih.gov

Authentication options

87 Pv

[ [123] Authenticator App (requires pre-registration)

8. You will now need your mobile device. Open the Authenticator app that was installed

earlier.

9. Depending on the default authentication method that was set up during the registration

process, you will be prompted to either:

a. Approve the push notification sent to your mobile device, or

b. Enter the one-time passcode (OTP) displayed on your mobile device

Note: Both the push notification and the OTP time out after 30 seconds. Please have

your Authenticator app open.

Push Notification

If you set your default method to push notification, look for the prompt in the

Authenticator app on your mobile device to approve access.

Deny

Approve sign-in?
National Institutes of Health

Approve
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Note: If the push notification on your mobile device times out, you are reroutedto a
timeout screen that prompts you to click and try again. Once rerouted to the main
screen, please refresh your browser, and try again.

@ Authenticator App Timeout
You did not approve the push notification in the Authenticator App on time. Try again by clicking here

One-Time Passcode (OTP)

If you set your default method to one-time passcode, look for the six-digit code in the
Authenticator app on your mobile device and enter it in the Passcode field displayed on
your computer. Then click the blue Sign In button.

l@] Enter Your One-Time Passcode

The passcode is displayed in the Authenticator App on your phone

Passcode

Trouble signing in?

WARNING NOTICE

For public facing web pages to which the public has privileged access, e.g., clinical trial or adverse effects systems where users/patients are logging
in to enter PII/PHI: You are accessing a U.S. Government web site which may contain Information that must be protected under the U.S. Privacy Act or|
other sensitive Information and is intended for Government authorized use only. Unauthorized attempts to upload information, change Information, or
use of this web site may result in disciplinary action, civil, and/or criminal penalties. Unauthorized users of this web site should have no expectation of
privacy regarding any communications or data processed by this web site. Anyone accessing this web site expressly consents to monitoring of their
actions and all communication or data transitioning or stored on or related to this web site and is advised that If such monitoring reveals possible
evidence of criminal activity, NIH may provide that evidence to law enforcement officials.

10. You will be prompted to reduce the number of times you are asked to sign in. Due to
security restrictions, you will not be able to stay signed in. Click the grey No button.

Stay signed in?
Do th

[J Don't show this again

You are accessing a U.S. Government web site which
may contain information that must be protected
under the USS. Privacy Act or other sensitive
information and s intended for Government
authorized use only. Unauthorized attempts to

upload in on, change information, of use of
this web site may result in disciplinary action, civil
and/or criminal penalties. Unauthorized users of this
web site should have no expectation of privacy

ations or data processed by

essing this web site

nitoring of their actions and
all communication or data transitioning or stored on
of related to this web site and is advised that if such

monitoring reveals possible evidence of criminal

2021 NIH Summer Internship Program | NIH’s Virtual Desktop



Center for
N I H Information
Technology

11. After successfully authenticating, you will be prompted to switch back to the VMWare
Horizon application. Click Allow.

eoe [ < > 0 & vdi.nih.gov e ® M +

Do you warnt to allow this page to open "VMware Horizon
Client"?

12.You will be prompted with a disclaimer notifying you that you are accessing a federal
system. Click the blue Accept button.

eee @M < L) @ vdi.nih.gov [¢] ® @ +

.
00 Disclaimer

7Y vMware Horizon

("% hitpsdivdi.nih.gov
This warning banner provides privacy and security notices consistent with
applicable federal laws, directives, and other federal guldance for accessing this
‘Government system, which Includes (1) this cemputer network, (2) all computers
connected to this network, and (3) all devices and storage media attached to this
network or to a computer on this network., , This system Is provided for
Gover use only., , | or Improper use of this system s
prohiblted and may result In disciplinary action and/or clvil and criminal penalties., ,
Personal use of soclal medla and networking sites on this system Is limited as to not
Interfere with official work duties and Is subject to monitering., , By using this
system, you understand and consent to the following:, , The Government may
‘manitor, record, and audit your system usage, Including usage of personal devices
and emall systems for officlal dutles or to conduct HHS business. Therefore, you
have no of privacy any or data

transiting or stored on this system. At any time, and for any lawful Government

\ J
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13. You will be prompted to log in using your NIH username and password. Enter your
username and password into the corresponding areas and click Login.

b < L)) # vdi.nih.gov ¢ @ M + O
[ @ Login |

73 vMware Horizon

Server: Lg hitpszhedi.nih.gov

Username:
Password:

Cancel E

- A
L o

Loading Horizon client...

Note: When entering your username, enter it as nih\username or username@nih.gov
(example: enter nih\jadoe or jadoe@nih.gov).

14. When your virtual desktop loads, you will be automatically logged into a Windows 10
desktop as shown below.

23 NiH VDI — O

= Options ¥ lP Connect USB Device ¥ = Send Ctrl-Alt-Delete

15.You are now ready to use NIH’s Virtual Desktop to complete your day-to-day activities!
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IT Support
For assistance, contact the NIH IT Service Desk.

(301) 496-4357 (local)
(866) 319-4357 (toll free)
(301) 496-829%4 (TTY)
itservicedesk.nih.gov
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Standard Applications and Resources Available on
NIH’s Virtual Desktop

Below is a list of applications that are pre-loaded or accessible using your virtual desktop (listed
in alphabetical order).

o Adobe Reader: Atool that allows you to view, edit, and sign PDF documents

e Anaconda: An end-to-end data science platform

e Biowulf: NIH’s state-of-the-art supercomputer that allows you to process and analyze
large scientific datasets

o Box*: Afile storage tool that allows you to save, edit, and share documents and data
with internal and external collaborators

e Firefox: A web browser that allows you to visit websites online

e Google Chrome: A web browser that allows you to visit websites online

e Internet Explorer: A web browser that allows you to visit websites online

o MATLAB*: A tool that allows you to build applications, visualize data, and process data
in a cloud environment

e Microsoft Access: A database management tool that allows you to manage and
analyze large datasets

e Microsoft Edge: A web browser that allows you to visit websites online

e Microsoft Excel: A spreadsheet tool that allows you to create, organize, and edit large
amounts of data/information

e Microsoft OneNote: A collaborative notepad tool that allows you to create notes and
store multimedia

e Microsoft Outlook: An email tool that allows you to send and receive emails as well as
schedule meetings with internal and external participants

e Microsoft PowerPoint: A presentation tool that allows you to develop slide decks

e Microsoft Publisher: A publishing tool that allows you to develop visually-compelling
documents

e Microsoft Teams: A communication and collaboration tool that allows you to message
and meet with team members, and share and edit files

e Microsoft Word: A file editing tool that allows you to create and edit documents

e The NIH Library: A biomedical research library that provides access to over 12,000
electronic journals, 160,000 eBooks, and over 50 databases

e nVision*: A central data hub for reporting and data dissemination throughout the NIH

e OneDrive: A file storage tool that allows you to send a link and collaborate on a
document in real time with a few colleagues

e Python: A programming language tool that allows you view and edit code

e Query, View, and Report (QVR) System: A tool that allows you to search for and select
grants and grant applications

e SharePoint Online: A file storage tool that allows you to save, edit, and share
documents with internal and external collaborators
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e Skype for Business: A communication tool that allows you to meet and chat with
internal collaborators

e Webex: A communication tool that allows you to meet with internal and external
collaborators

e Zoom for Government: A communication tool that allows you to meet with internal
collaborators

If you need additional software, please contact your daily mentor or Principal
Investigator (PI). Your mentor/PI will authorize and coordinate software requests with the NIH
IT Service Desk.

*Subject to licensing and authorization
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